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Abstract: Collaborative systems are presented and classified. Security aspects are
presented regarding the maintenance of quality characteristics. Collaborative security
problems are discussed and ways of applying it are debated. Security process is
implemented in a case study presented. All the aspects discussed take security aspects and
implements them into the collaborative processes discussing the main correlations.
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1. Collaborative systems

Everyone knows that every day of our life is an interaction with hundreds, maybe
thousands of extern factors. The world in our days, in this knowledge based society had
grown smaller. Distances have been shortened. All can interact with no difficulty, with
people that are at thousands and thousands miles away, by means of complex network
systems that have been implemented in the latest decades. This collaboration between all
kinds of informatics systems had given us a chance to see the world much easier than in
the past. Every day problems are now much easier to deal with and for that we are more
effective in our work.

The collaboration is a characteristic of intelligent behavior encountered in any work
undertaken. The simple fact that we are social beings makes collaboration to be part of our
every day life.

We can say, in conclusion, that collaboration has come to support the well known idea
which says that: two are better than one, always.

Collaboration has entered in the IT area, as the collaborative system concept.
Collaborative systems coordinate collaboration among multiple users who are fulfilling
common tasks over computer networks, increasing productivity and lowering costs.
Almost, every work field has a type of collaborative system. As presented in [01] there are
many criteria for collaborative systems classification. An essential one is the application
criteria, after which collaborative systems can be divided in:

e collaborative systems in education;

e collaborative systems of defense;

e collaborative systems in production;

e collaborative banking systems.

Another criteria of classification of collaborative systems is the organization criteria. In
[02] is presented the following classification criteria, after organization structure:

e linear — figure 1, initial entries are I; and final outputs are O,; at intermediate

levels, the outputs of k-1 subsystem are the entries for k subsystem; these types of
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collaborative systems are encountered in the field of education, each subsystem
representing a graduate school;
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] Fig. 1. Linear structure

e arborescent — here messages move between subsystems in hierarchical sense, that
means a message from the level two will reach the top level only if it passes first to
the level one; in the example shown in figure 2, each subsystem has many entries
and many outputs and the information flows move in both directions; the
information flows exchange can be done also on the same hierarchical level, in the
given example between CS// and CSI/2; systems of this kind meet in
organizational management and public administration; considering the
collaborative system as a tree structure, there are taking into consideration:

- the degree of vertical collaboration as the number of links between
components from level & to the ones on level k+1;

- the degree of horizontal collaboration as the number of links between
components on same level.
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Fig. 2. Arborescent structure

e network — subsystems are all interconnected, that all transfers are interrelated,

messages circulate between all components without any restriction, figure 3;
network type collaborative systems meet in the field of production and banking.

I

Fig. 3. Network structure
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A collaborative system is an open environment where users are interacting in a shared
activity, from remote locations. Collaborative systems are a part of distributed applications
in which users are working together towards a common goal.

2. Security concerns

Security is defined as the ability of a system to resist malicious attacks that could
compromise the main characteristics of data.

Concerns are given by the communication intensity which in collaborative systems is
very high. And other characteristics must be kept in order to have a strong, reliable system
but the communication is vital in keeping unchanged the main characteristics of
information:

e authenticity — is the characteristic that can tell if the message that has travelled
through the network and came to destination is the original one who has left the
expeditor; authenticity is achieved by digital signing the message with the sender
private key;

e integrity — integrity represents the assurance that data is complete and accurate,
especially after it has traveled from one point to another in its collaborative system
workflow, and possibly been read by many mall intended users; integrity must be
maintained to prevent tampering with the data, and is usually achieved by adding a
checksum to the end of the message as a hash function;

e confidentiality — is the assurance that a message has not been read by anyone other
than the intended reader; confidentiality is often provided by the encryption of data
using a public key/private key scheme;

e non-repudiation — has been added to prevent the owner from rejecting messages
that he create and signed; it’s an indivisible bound between the composer and
digital content which can’t be broken by any means.

To understand those concepts in the context of collaborative systems we must analyze
the main characteristics of them to determine in which degree they keep unchanged the
information.

According to [03] collaborative systems characteristics are:

e complexity — is a measure for the interdependencies between components and their
links and also for the diversity of different types of input and output constructions;
this characteristic describes the density of fluxes between the components of the
system; the complexity of the collaborative system generates a large number of
various components; based on that, a proper approach of the system quality is to
analyze every component separately;

e reliability — the system reliability is determined by analyzing the number of
problems solved by the system and the total number of specified problems;

e maintainability — is a process particular to software products that have a complex
development process and that are intended to be used for a long time, meaning
more than three years; in this category are included also products like the
collaborative systems; maintainability measures the effort needed to make
modifications on the collaborative system in order to make it suited for current
needs; this effort can be described as consumed time, number of modules modified,
number of added modules and number of deleted modules;
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e functionality — describes a set of functions and their specified properties; functions
must satisfy the declared or implied need;

o usability — defined by the ability of a system to be useful for his agents; usability of
a collaborative system is reflected through the effective interactions between its
agents and the successful achievement of proposed objectives;

e stability — is the characteristic that reflects the interdependence between the large
number of entities from which a collaborative system is composed; this
characteristic must be preserve as a prior condition for the reliability.

A collaborative system has to be able to assure all the security quality characteristics

otherwise the losses could be extreme. For this, accordingly to [04], organizations must:

e keep the system and its services up and running all the time, excepting periods

when backups or updates are made;

verify all the connections made to the system;

assuring that users privileges are correct;

provide trustful information to all its stakeholders;
protect sensitive information by means of cryptography;
keep logs of every transaction made on the system.

Security in the current knowledge based society it’s a must which shouldn’t be

forgotten in each and every project development stages.

3. Collaborative systems security aspects

As the main data characteristics presented above must be preserved, the
communication in a distributed collaborative system must be a priority given the multiple
and simple attacks that could interposed in the communication process.

Traffic analyzers could simply determine the nature of data transmitted and intercept
all information on various ports and protocols.

In the following example presented in figure 4, is presented an interception of a query
request from an Oracle server — select * from answers.

Filker: Itcp.stream eql ¥  Eypression.. Clear  Apply |
Mo Time Source: Destinatiori - Protacol Info’ 2
2 0.001L260 ' ' 365 > pciarra

3 0.001257 86.55.177.71 2.8, TCP 4365 = pciarray [P
5 0.001338 86.55,.177. 71 2.8, TCR 4385 » pciarray [P
1 0.000000 10.2.6.231 .55, : TCP pciarray = 4385 [P
4 0,001317 10.2.6.231 S : TCP pciarray = 4365 [a
g 0.179078 10.2.6.231 86, 05.177.71 TCF pciarray > 4365 [a
loix
Strearn Content
T M o e A e
........ P e R e M B M o e
Eindl Save As | Brink I|10.2.6.231:pciarray -~ 86,55.177,71:4365 (90 hytes) E " ascHl  EBCDIC ) Hex Dump 1 C Arrays (% Raw
Help | Filter Ot This Stream Close |
0000 00 1c 25 31 43 94 00 1a 47 ac 46 52 08 00 45 00 co¥lEiny GeERE: ﬂ
0010 05 deo 56 28 40 00 7e 06 83 8c 56 37 bl 47 Da 02 VB~ VTG
0020 06 e7 11 0d 06 10 dc 3a cf 44 39 al 9e 41 50 10 SEa ey wDOTEARS
0030 Th 8a 9F 6e 00 00 OF db 00 00 06 00 00 OO0 OO0 OO seeflenns ootPeres
0040 10 19 e9 58 2 fe 20 3a 25 2d 00 00 78 &d 07 18 P I (| _'J
[a¥a) -} LA T o o S~ B B~ o T S o T B A Ta Y FuTa T o T T T T o e T o (Y T i B2 ¥ k.
.Oi File: "CiDOCUME1 ADMINI~1 1L OCAL S~ 1| Tem... IPackets: & Displayed: 6 Marked: 0 Dropped: 0. !Profilé: Diefault 4

Fig. 4. Oracle Query Request Capture
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Applying filters will reveal all the traffic on all ports from all protocols that an attacker
is interested. This kind of attack is ranked as a passive one, its goal beeing to have access
to information without compromising it directly. But this kind of attack is just the
precursor of active attacks that could damage entirely a distributed collaborative system.

It can be seen from the figure 5, that the actual information is transmitted along with
the table structure which represents a highly vulnerability of a distributed collaborative
system. The table structure is composed from the following fields:

e idanswer;

e idquestion;

e iddetail,;

e questiontime.
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Fig. 5. Captured Oracle Query Results

All data can be viewed in different format types like:

e ASCII — American Standard Code for Information Interchange, represents a

character codification system based on english alphabet;

e EBCDIC — Extended Binary Coded Decimal Interchange Code, is an 8 bit

character encoding used on IBM systems;

e Hex Dump — represents a hexadecimal view of data;

e C Arrays — an array view of data;

e Raw — raw view of data.

Collaborative systems’ users must decide whether or not to secure communication
traffic on the network. This situation must be carefully analyzed in the context of
optimization because securing network traffic has disadvantages on communication
performance.

4. Security process implementation
Process optimization is a very debated subject in many fields of technical interests. The
optimization has entered the security area under many different aspects. One, which is

important for majority of the organizations, is the security optimization criteria under the
aspects of security costs. This optimization is considered to be, for the top management, a
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tuff decision which must be made using security specialists under a very strict evaluation
of vulnerabilities and risks.
Vulnerability, [05] is classified after the level it appears in:

information vulnerabilities — due to inconsistent of source code many information
can be offered to the attackers;

physical vulnerabilities — defined as vulnerabilities which can exploit the main
frame in which open source products are running to gain access to resources;
processing vulnerabilities — given by the usage of untested instructions or
processing sequences;

communication vulnerabilities — due to bad implementation of communication
protocols or to different forgotten aspects of communication.

Risk is defined as a threat that exploits the vulnerabilities in collaborative systems. Will
be considered the following categories of risks, classified by potential source:

risks due to uncontrollable events like natural disasters, external agents;

risks due to political or economic circumstances;

risks arising as a result of technical or technological problems;

risks due to human behavior, lack of training of staff that works with distributed
systems.

In [01] is presented the following collaborative banking process which will serve as an
example for the optimization security process. It is a collaborative banking system in
which a collaborative process takes place. In this frame are four departments that interact
for resolving the clients’ requests. In figure 6 is presented the work flow for this
collaborative process.

Buy and activate Sign and stamp
—- Multicash — | the e-pay
| application contract

Customer ‘ ZP

i
|
\
b

—» | Recaive raquest | e Prepare the | |Fillthe customer | | Send the annex
contract activation annex by mail
Branch %
[ ]
= Valdate
-
4@

¥

Prepare
Bank Activate customer custormer —-
intervention
Server
45 ore

administration

Technical helpdesk

Fig. 6. Collaborative banking business process

The four entities are as follow:

e branch;
e technical helpdesk;
e server administration;
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e intervention.

In the collaborative banking business process presented in figure 6, the customer and
the bank must cooperate in order to achieve their goals, meaning that customer receive the
wanted service and the bank conclude a contract in its advantage. If the customer wants to
make electronic payments, he must buy and activate the Multicash application. For doing
this, he will sign and stamp an e-payment contract. The bank branch will receive the
activation request, will prepare the contract, fill the customer activation annex and send it
via mail. The bank technical helpdesk will receive the customer annex, validate it and if
everything is in order, the bank server administrators will activate the customer and
prepare the intervention for installing the application.

This is a collaborative process in which many agents work after strict rules and
procedures. If an agent will do a mistake, everything will be destroyed.

So, what’s the purpose of this collaborative banking business process presented in [01]
if after all stages had been completed, at the last one, someone doesn’t do his job correctly?
Here comes the part in which security process optimization step into. The purpose is to
have a collaborative business process flawless at the end. This is achieved using a fail-safe
or a fail-secure security process, meaning that in the event of a process failure another
process will come in and do something about it.

Fail-safe is different from fail-secure. In the first case, if an event of a collaborative
process failure had happened, a fail-safe procedure doesn’t do anything about it in the
system just alerting the authorized personnel about the failure but allowing it any actions to
be taken either correct or not. The second one, fail-secure procedure alerts the authorize
personnel and blocks all the actions that normally would follow the failed one. Actions that
could follow in case of a collaborative process failure are:

e freeze the process until someone qualified to deal with will resume it;
e try to repeat the action and blocking it after several failed attempts;

e passing to the next one but writing a report at the end of the workflow;
e attempting to execute all process with any action undertaken.

Based on the collaborative banking business process presented above a new
collaborative banking frame is developed which will include a security frame under which
operations take place and a fail-safe or fail-secure security process which control the
execution of the entire workflow. This new work frame is presented in figure 7.
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Fig. 7. Collaborative banking business process secured

Using different security models a fail-safe process could be implemented to reduce
losses and personnel implied with the workflow process. Instead of having at least an agent
for every level of the workflow, a security process will manage all the activity and report
problems found to a single qualified agent.

5. Conclusions

Collaboration was always an important aspect of our life even if we know or not. In the
IT&C area collaboration is more important because informatics systems represent now a
huge dependence without which our work wouldn’t be so efficient.

In the current society where communication is vital and information represent the
added value of someone’s work, collaboration must be encapsulated in a protective shell
represented by the security methods and techniques.

From collaborative systems to collaborative society the security aspects must be treated
carefully.
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