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Abstract: Very large data sets (VLDS) are defined and it is illustrated their use in
distributed collaborative systems. VLDS quality characteristics are described. It defines data
redundancy and shows its effect on quality characteristics. Redundancy management is deals
with from two perspectives: the required minimum redundancy and the maximum accepted
redundancy. Quantitative expressions are given and redundancy intervals are set.
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1. VLDS and collaborative distributed systems

The modern collaborative systems are facing significant transformations of principles,
structure and content with the transition to "cloud computing." This transformation addresses
two aspects that characterize the entire behavior of the systems:

- adoption of both data and processes distribution using the communication facilities
and the quasi-permanent presence of the computer networks; giving up the centralized
treatment of data (acquisition, processing, storage) and moving to distributed systems,
that appear to user as a single system called "cloud"; inside it, there are actually
multiple systems that collaborate sharing physical and logical resources, for
requirements resolution;

- treatment of very large collections of data using common resources that exist in a
distributed system; since the systems are accessible to users, the input and circulating
data grow exponentially, reaching very large data collections (107 + 10" datasets).

The importance of these two aspects makes the combined treatment of them essential,
meaning the scientific research of distributed collaborative systems that work with very large
data sets (VLDS).

Throughout time, distributed systems have been defined in several, more or less
scientific ways such as [10]:

- "you know you are using a distributed system when failure of a computer which you
did not even know that existed retain you from doing your job" [8];

- a collection of computers that do not share common clock or common physical
memory but which communicates through messages sent over a network; computers
have their own memory and operating systems and work to solve a common problem
[14];

- acollection of computers that appears to users as a single coherent system [15];

- a wide range of computers, from poorly connected systems, such as very large
networks, to strong connected systems such as local area networks, and to strongly
coupled systems such as multiprocessor systems [6];

Since there are many definitions of a distributed system [5] some properties are widely
encountered:

- multiple autonomous processing entities, each with its own local memory [1], [3], [5],
[12], [7], [16]; the system consists of several sequential processes that are independent
and have their own resources; processes must have different address spaces for the

79



Journal of Applied Collaborative Systems

Vol. 3, No. 1, 2011

system to be able to be called "distributed"; multiple processing units with shared
memory are not distributed systems, but parallel systems (Figure 1);
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Fig. 1. Difference between collaborative distributed systems [A] and parallel systems [B]

- communication via messages between entities [1], [5], [12], [7]; processes
communicate with each other through messages which arrive in a finite time; the order
of messages depends strictly on physical characteristics of the communication
channels;

- common purpose of processes [7], [12]; processes must interact with each other to
achieve a goal; if two processes P and Q are considered in a network of processes, P
calculates f{x) = x” for some values of x and Q a set of values multiplied by 7 (pi); the
two processes do not form a distributed system, since there is no interaction between P
and Q; if the two processes cooperate to calculate areas of circles of radius x, then P
and @ is a good example of distributed system.

Collaborative systems choose distribution because they are often required to handle
very large data collections. The cost of processing them in uniform (centralized) mode is very
high and it includes important risks compared with the costs and risks of the distributed
approach. Large data collections cover, but are not limited to: databases, collections of text
files/xml files/multimedia files, data warehouses, or any combination thereof. Their
management requires specialized tools to harmonize the specific hardware and software
aspects of large data sets.

Examples of collaborative distributed systems and applications that work with VLDS
include [1], [5], [12]:

- telecommunications networks:

o fixed and mobile networks;
o computer networks (Internet);
o networks of wireless devices;
o routing algorithms and applications;
- networking applications:
o www and peer-to-peer networks;
o communities of virtual reality and online games in multiplayer mode;
o distributed databases and distributed database management systems;
o file systems;
o distributed processing systems (banking, airlines);
- real-time control of processing:
o traffic control systems;

80



Journal of Applied Collaborative Systems Vol. 3, No. 1, 2011

o industrial control systems;

- parallel processing:
o scientific processes (cluster computing, grid computing)
o 3D graphics.

The best example of distributed collaborative system working with VLDS is
Seti@Home Project, initiated by the Berkeley University of California. This project embedded
in distributed processing not less than 5.2 million computers worldwide, who voluntarily took
part in the process. The computing power of this virtual supercomputer is 769 teraFLOPS
using 2-300.000 available computers at a time [13]. It is the most widely spread distributed
project and it aims to use computational power of computers in standby to analyze radio
signals collected by a telescope in search of alien life forms.

2. Redundancy and the quality characteristics

In order for VLDS from distributed collaborative systems to generate results that are
used in decision making and requirement solving, the data must meet certain conditions
known as quality characteristics [11].

VLDS quality characteristics are measurable indices that describe the status of datasets
or data collection and express their suitability for inclusion in operating processes. Each
feature is aimed at a specific state aspect of VLDS. The software quality characteristics
system includes:

- completeness as number of elements and number of describing characteristics; in
quantitative terms, the dataset must include all its components and must capture all of
the description characteristics, so there are no blank or null elements;

- accuracy of value; sets must register content in accordance with reality; testing
methods for checking correctness involves both data acquisition verification and cross
validation of the recorded values;

- homogeneity both in terms of structure — the data set form, and value - the dataset
content; homogeneity is important for determining other quality characteristics;

- comparability so that datasets are ready for mutual analysis and processing; the
datasets comparison is only acceptable in terms of homogeneity, because in certain
situations a number of factors affect the evolution of characteristics, making them
incomparable.

- availability requires that whether or not the nodes are connected and the resources are
active, VLDS are present in the system for processing; availability is affected by the
dynamic nature of nodes which are part of the collaborative in the sense that
connecting/ disconnecting them doesn’t influence the processing system but determine
the presence/absence of data residing on that nodes;

- reliability of data collection requires that data should not contain errors or
morphological syntactic nature which may cause system failure;

- maintainability characterize the probability of a wrong data set to be restored to
specified conditions within a timeframe in which maintenance is performed according
to certain procedures; maintainability measures the ability to isolate and fix an error in
a dataset in a given time.

The VLDS quality characteristics are influenced by the behavior of the distributed
collaborative system to which they belong [11]. The way it approaches the acquisition,
storage and maintenance of data processing has a major impact.
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Data redundancy in VLDS represents a way to manage the level of certain quality
characteristics. Data redundancy consists of storing the same data in multiple instances at the
same node or at different nodes in the system.

The influence of redundancy on the quality of large data collections should be viewed
from two seemingly opposing perspectives:

- positive outlook — redundancy improves VLDS availability because if one system
node becomes unavailable, the copied data from the system is still available for
processing, or the parts available are used to reconstruct the original data;

- negative outlook: redundancy affects data processing results because the same data is
taken several times in the calculation of indices, indicators etc.; such results are
inconsistent with reality.

The way in which a high level of redundancy influents other quality characteristics is
described in Table 1.

Table 1. Influence of redundancy on the quality characteristics

Quality index Redundancy
Positive influence Negative influence No influence
Completeness *
Accuracy
Homogeneity
Comparability *
Availability *
Reliability m
Maintainability *

Considering both positive and negative influences that redundancy has on distributed
collaborative system working with VLDS, its level should be managed by setting the levels of
two limits:

- minimum limit of redundancy (MiR) that describes how much redundancy must be
created for maximum availability of the VLDS in the distributed system;

- maximum limit of redundancy (MaR) that describes how much redundancy should
allow for not having data sets that negatively influence the outcome of VLDS
processors.

These two limit sizes are analyzed, measured and applied in the present research.

3. The minimum required redundancy

Redundancy is added to the systems in order to have the data built even when parts of
them are not available (are on unavailable nodes). Redundancy introduced from the beginning
to data sets handles temporary disconnections, because even if some nodes are not connected,
the data available on offline nodes is enough to rebuild the legacy files. There are situations
where some nodes are permanently disconnected which leads to permanent loss of data and to
decrease redundancy. For these cases it is necessary to perform maintenance and data repair.

There are many different techniques to increase data redundancy, also known
redundancy schemes. Each plan determines:

- how to create data redundancy;
- how to rebuild the datasets when data is lost.
The most common redundancy schemes are: replication and erasure coding [2], [4].
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Analysis of a redundancy scheme consists in evaluating the reliability of data storage
along with the associated costs. Ability or success of a redundancy scheme consists in the
ease with which a stored object is reconstructed in the event of data loss. However, this
measure is not absolute but is conditioned by the behavior of nodes: one of the most important
factors is the probability of concurrent failures. Therefore, measuring the reliability of a
redundancy scheme is to determine the number of concurrent losses that occur without
compromising the ability of reconstructing the original data.

Redundancy cost is the amount of storage space that is consumed. The redundancy factor
(RF) is defined as ratio of the data storage space with redundant data and the original size.

data,,,
data

where:
data,,, — space occupied by VLDS with redundancy;

RF =

data — original dimension of VLDS.

During the whole lifetime of the distributed storage system, there are many
disconnections. Whenever there is a disconnection, parts of redundant data are lost which
increases the chances that the original data is lost. Maintenance consists of remanufacturing
redundant data in their time of loss. The operation takes place by reading the available data
and create new ones. To assess the contributions of redundancy scheme, the amount of data
read is measured in relation to the amount of redundant data created. The degree of repair
measures how many bits should therefore be read to create a new redundant data bit.

DR = data,,,
data, ;e eq
where:
data_,, - data read for the construction of new data (bits);
data,,,, - data created after the reading (bits).

These two metrics are applied to the two redundancy schemes: replication and erasure
coding.

Replication is the simplest method of adding redundancy. Basic version is to create
multiple copies on different nodes of a stored object. If it is considered that for an original
object x are stored N,,, copies on different nodes, number of losses that the system supports
is N, —1. The probability of losing an object on the condition of concurrent loss probability
is:

0, c<N,,
P(loss | c) =
I, ¢=N,,

The redundancy factor is:

RF =N,

The repair degree is:

RD=1

because the reconstruction of a single element corresponds to the production of a
single copy of the object.

For erasure coding, method proceeds as follows: the object (file) to be stored is
divided into k parts. These are processed to produce k+/h parity fragments so that any &
fragments are sufficient to reconstruct the original fragments. The number of losses that the
scheme supports is /.
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The probability of losing an object conditioned by the probability of concurrent loss
is:

0, c<h
P(loss | c) =
I, h<c<k+h
The redundancy factor is:
RF = k+h
k

which corresponds with a higher storage capacity and efficiency. For a replication
scheme with N, =3 and an erasure coding scheme with k=3 and A=2, in both cases the
system supports up to two losses without losing the original data. Replication consumes
storage space suitable for three original objects, while erasure coding consumes only 5/3 of
space.

The degree of repair is

DR=k

Replication is thus considered as a special case of erasure coding in which =1 and
h=N,e," —1.

The analyzed distributed system consists of a number of N, nodes which create a
collaborative system for storing a quantity of data with the original size (before applying the

redundancy scheme) of |data| . The data consist of N files. Each file — whose size is denoted

by | ﬁle| is administered separately and when the need for reconstitution is detected, a new

parity fragment is rebuilt using existing data. In this research are not taken into account
exogenous factors: the organization of nodes, management structure, the existing
infrastructure etc.

Each node is connected to the network through a link that enables bandwidth /5.
Unlimited download capacity is considered (because the nodes are connected in asymmetric
networks, the download speed is faster than upload). Using the same approach as in [4] is
considered a system in which the length of life of the nodes is infinite which means that data
may not be lost. Thus durability is not a problem and availability is assured by implementing
an optimal redundancy scheme. The objective is to store for each file a number of k+# parity
fragments so as at any time k& fragments are available. Also it is assumed theat the average
activity time of a node and the average time of inactivity follow an exponential distribution. It
also defines the percentage of activity, which describes how much of node’s life is spent
online.

T +T

where:

T, — time of activity (the node is present in system);

T; — time of inactivity (the node is absent from the system).

Designed in such a way, the model corresponds to continuous time Markov chain from
which can be analytically derived the probability z, , in which » nodes out of k+#4 are online
(available), and the other k+A—r are offline (unavailable) depending on &, RF and PA.

-1
S{T RFk—i PA
) | ol r=0
- Sl i+l 1-P4
RFk—r+1 PA
T, O<r<n
r 1-PA
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A file is considered available, meaning it can be reconstructed, when at least k£ nodes
are online. The probability of this condition is denoted by a and is expressed as:

n
a=Yr,
r=k

This means that @ depends on &, RF and PA.

If 4 is the desired availability, knowing k and PA, it is determined by finding the
lowest RF for which:

Ay prpa 24

In [4] it is considered d=99%, which corresponds to a=0.99 and the following values
are obtained (Figure 2) function of & for different values of PA.
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Fig. 2. Redundancy factor determined by PA and k [4]

Thus, RF redundancy factor is determined for a given level of availability as a
function of P4 and the number of fragments & dataset is divided. It sets a minimum limit of
redundancy in a distributed collaborative system with VLDS for ensuring a certain level of
availability and depending on the parameters of that system.

For the very large matrix management application are considered (arrays) present in a
distributed system with M=62 nodes. The sets are divided by a coefficient k=4 (every matrix
in symmetrical blocks) in a network where PA=0.6. Considering the availability of desired =
99%, the calculated value of RF is 4 which means that:

- if redundancy scheme based on replication is applied, 4 identical replicas of each
matrix have to be created to ensure the desired availability;

- if redundancy scheme based on erasure coding is applied, 16 parity fragments will be
created which will occupy only 6/4 of the space.

Given the results, the erasure coding schema is applied.

4. The maximum accepted redundancy
Redundancy in the negative approach is developed during operation of the system and

refers to the uncontrolled duplication of entered or stored data, which increases system costs,
produces inconsistent results and increases system response time.
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Uncontrolled redundancy should be minimized in all stages of the development and
operation of the system. For each new set of data, the value-added information is verified and
the extent to which the data set is already present or not in the database. Method of
minimizing redundancy in fact refers to its avoidance before VLDS reach the collection. After
the dataset is completed and before it is deployed, it is subject to tests to determine the extent
to which dataset is in the same form found in the collection. For database systems, this is in
some measure already executed by the management module, integrity constraints, etc. The
method should be adopted for the collection of files so that the results are qualitative.

VLDS
A
— -~
S S; Sy
(1
R :
§< fi [T ajj
N
\ fu

Fig. 3. The structure of VLDS

Assume data is organized as in [9] a matrix in which rows are records and columns are
sets of data as in Figure 3.
A matrix structure 4 is associated for which:
{1 if the record i is in the file j
i

" 10 otherwise

with i=1,2,...M and j=1,2,...N

The physical memory space is F, being an array of records:
F:{fj, 2 ...,fM}

On which it is defined the family:

q):{Sj,SZ, ...,SN}

Of datasets S;e F, where §; it’s a dataset and

S;,NS,; #A

The content of the S; dataset is described by the column j of matrix A.

Let ¢; be the number of records of the S; dataset, also known as the length of the set.
Because of the sequential access to data, the search time is determined by the length of the
dataset.

Let O’ be a query for a units of data. The query identifies a subset of F noted F”’. From
matrix 4 a family of sets is determined

F:®'c @ cud®={Sy, Sp ... b |J S, =F'.
But F’ is covered by many families ®@;’, ®@,’, ..., ®,’. Each dataset family is an array
in which the information from Q’ should be looked for. From ®;’, ®2°, ..., ®,’ a family ®,,;,

needs to be extracted which minimizes the search time for the records in F. The problem that
must be solved is that of the minimum coverage of the lines in the matrix 4 by its columns.
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The solution should not be sought in the entire matrix 4, but in sub-matrix defined by
Q'. The matrix rows are separated corresponding to records contained in the query and the
columns (data sets) containing such records are selected. Minimum coverage problem is
solved by transforming the obtained matrix A 'as the matrix A remains unchanged.

The transformation matrix A 'consists of the following steps:

i. let a; be row number i from matrix 4, and v the unit column vector and v; vector with

the j component 1 and all others set to 0; if

a,®v=v,,meaning 3f, € S, with f, ¢ S,, = j,

then

S, ed,  anda, ¢ A';

ii. if 3a, and a, and a,®a, =a, and a, ®a, = a, where @and ®are the logical

operations of multiplication and addition, then f; is pulled off from F and from 4 an 4°,
because @' that covers f, also covers f;.
iii. if k rows from 4 simultaneous satisfy the conditions:

Zaik =V

k

[Taw=v,

k

c; 2 ch
k

then S;is not includedin4’, S, ¢ @, '

The resultant matrix 4" is generated by the query O’ and resolves the minimum cover
for finding the family ® . "'.

If Q'e A' then the dataset is redundant for the given level of ¢;. Thus sets the
maximum level of accepted redundancy for VLDS to generate coherent and correct results.

5. Conclusions

Distributed collaborative systems are subject to changes that concern on one hand the
manner of distribution and on the other hand the VLDS operation. The quality characteristics
of the VLDS and of the systems that use them are affected (positively or negatively) by the
level of redundancy present in the content of datasets. The two effects of redundancy should
be kept in balance in order for the VLDS to optimize their quality.

The minimum level of required redundancy is calculated based on the availability of
VLDS, desired number of dividing fragments and the nodes’ time of activity. Maximum
acceptable level of redundancy is determined depending on the VLDS content, their length
and the importance of the fields. The level of redundancy must be maintained at the optimum
value, and future research should investigate cases in which the maximum level allowed is
less than the minimum required.
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